Metallic™ Endpoint Backup

Safequard your remote workforce with
fast and secure endpoint protection

Metallic™ Endpoint Backup delivers proven, award-winning data protection for your remote workforce — all with the simplicity of
SaaS. Built on industry-leading Commvault technology and powered by Microsoft Azure, Metallic ensures employee laptop and
desktop data is protected, compliant, and recoverable from today’s threats.

Protect laptop and desktop data

Centrally deploy, manage, and protect endpoint
data

Rapidly recover from deletion or malicious
attack

Reduce your IT burden with user self-service
restore options

Reduced risk

A system’s only as strong as its most vulnerable laptop
or desktop. Metallic secures valuable endpoint backup,
so your data stays secure, stays compliant, and stays
rapidly recoverable from user deletion, corruption, or
ransomware attack.

() Enterprise-grade security

) 3 Secure your workforce, wherever it may be. With
stringent security standards, privacy protocols, and
zero-trust access controls built-in, Metallic provides
enterprise-grade security for businesses of all sizes to
help combat today’s data loss threats.

No compromise SaaS

With Metallic™ Endpoint Backup, you get cost-effective
data protection without the complexity. Metallic means
frictionless deployments, remote management, and
hassle-free maintenance. SaaS that’s industry-proven
to reduce costs and eliminate headaches - without
compromise.
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Supported Platforms and Applications

Applications Storage

Linux ¢ Unlimited Azure storage included with one
year of retention. Extended retention options

* Fedora release 29 to current
* Debian 9.x to current also available.
* SLES 1.x to 15.x

¢« RHEL/CentOS 7.x and 8.x

¢ Ubuntu 8.04 to 1810

MacOS Sierra to MacOS Mojav

Windows
* Windows clients — Windows 7 to Windows 10
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Automated, silent backups without impacting user productivity
Secure erase, geo-location, and remote wipe functions
Granular search, point-in-time, and cross-OS restore options
eDiscovery capabilities like compliance search & export
Self-service user search and recovery capabilities

Anomaly detection to identify ransomware and
abnormal file access patterns

Air-gapped and immutable data backup copies
At-rest and in-flight data encryption
Role-based, SSO, SAML authentication controls
SOC2, ISO 27001, and GDPR compliant

Unlimited cloud storage and one year of retention included
No hardware, installation, or large upfront capital investments
Zero egress fees or hidden storage charges

Automatic updates and maintenance built-in

*Extended data retention also available

Editions available
« Metallic Endpoint Backup Essentials Edition
* Metallic Endpoint Backup eDiscovery Edition
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