
FireCloud Total Access

Key Benefits of FireCloud:
•	 Protect Remote Workers 

Shield users from Internet-based threats 
such as phishing, ransomware, and 
malicious websites with cloud-delivered 
security services.

•	 Zero Trust Access to Private Apps  
Provide identity-based, per-session 
access to internal and SaaS resources 
without relying on legacy VPN sprawl.

•	 Unified Security Management 
Combine remote worker protection, VPN 
services, and ZTNA visibility into a single 
cloud-managed platform, simplifying 
operations.

•	 Secure Internet Access: Control remote 
employee Internet access to enhance 
compliance and protect against web-
based attacks.

•	 Consistent Global Experience 
Ensure secure, seamless access from 
anywhere through WatchGuard cloud-
managed points of presence (PoPs).

Secure Remote Users and Hybrid Access
Today’s hybrid workplace requires more than VPN protection. Employees need secure, reliable access to cloud applications, SaaS, 
and private resources such as internal apps, databases, and development environments.

FireCloud Total Access is a cloud-delivered security service that combines Firewall as a Service (FWaaS), Secure Web Gateway 
(SWG), virtual private network (VPN), and Zero Trust Network Access (ZTNA) to protect remote users from Internet-based attacks 
and enforce secure access to hybrid resources.

As part of WatchGuard’s zero trust framework, FireCloud Total Access enables organizations to deliver enterprise-grade protection 
to every user, everywhere, whether working remotely, traveling, or inside the office.

D ATA S H E E T 

Comprehensive Hybrid Security
FireCloud Total Access extends enterprise-grade protections once limited 
to the corporate perimeter directly to remote workers and private app 
access. This includes URL filtering, intrusion prevention, DNS security, 
advanced malware detection, and identity-driven ZTNA controls that grant 
access only to the right users, devices, and applications.

Core Security Services

Zero Trust Network Access (ZTNA)

•	 Application-level controls and per-session access

•	 Identity- and device-based trust verification

•	 Eliminates lateral movement risk

Firewall as a Service (FWaaS)

•	 Intrusion Prevention (IPS)

•	 Gateway AntiVirus & Botnet Detection

•	 Cloud Sandboxing (APT Blocker)

•	 TLS Inspection and DNS Filtering

Secure Web Gateway (SWG)

•	 URL Filtering (WebBlocker)

•	 Application Control to block risky apps

VPN Services

•	 Encrypted tunnels for legacy and custom applications

•	 Remote worker access where a traditional VPN is required

Unified Security Management

•	 One cloud console for remote worker protection, VPN, 
and ZTNA visibility

•	 Centralized policies, reporting, and threat intelligence
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Remote Workforce Security 

Protect users from Internet-based attacks 
wherever they connect.

Hybrid Access 

Securely connect users to both SaaS and 
internal applications.

Compliance Enforcement

Enforce least privilege access and auditable 
controls.

MSP Service Delivery

Deliver multi-tenant managed access and 
protection from the single WatchGuard Cloud 
platform.

Use Cases
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About WatchGuard
WatchGuard® Technologies, Inc. is a global leader in unified cybersecurity. Our Unified Security Platform® approach is uniquely designed for 
managed service providers to deliver world-class security that increases business scale and velocity while improving operational efficiency. Trusted 
by more than 17,000 security resellers and service providers to protect over 250,000 customers, the company’s award-winning products and 
services span network security and intelligence, advanced endpoint protection, multi-factor authentication, and secure Wi-Fi. Together, they offer 
five critical elements of a security platform: comprehensive security, shared knowledge, clarity & control, operational alignment, and automation. 
The company is headquartered in Seattle, Washington, with offices throughout North America, Europe, Asia Pacific, and Latin America. To learn 
more, visit WatchGuard.com

FireCloud Total Access
•	 Global point of presence (PoP) 

enforcement points

•	 Firewall as a Service (FWaaS)

•	 Secure Web Gateway (SWG)

•	 Integrated VPN

•	 Zero Trust Network Access (ZTNA)

•	 Strong Identity/Device Verification

•	 Integrated VPN

•	 Integrated MFA/Identity control

•	 Secure Gateway (network access)

WatchGuard Cloud
•	 User Authentication

•	 Connection Manager

•	 Identity Provider (IdP)

•	 Management Services

•	 Common policies and 
configuration

•	 Easy setup wizard

•	 SAML integration 
for IdP or set local 
accounts

•	 One platform: NetSec, 
Identity, and Endpoint
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Monitored and controlled user traffic to website and cloud apps

Monitored, controlled, and protected zero trust traffic to on-premises resources


